Digital transformation is a term that is, as of late, becoming an increasingly important topic of discussion, among both government authorities (in developed and developing countries) and entrepreneurs as well. Through the process of digital transformation, enterprises acquire the power to create new values for end-users, employees and the enterprises themselves more efficiently, and thus become more competitive and better positioned on the global market. In the overall process of digital transformation, an important role is played by the government, which needs to create an environment marked by the presence of supply (provided by enterprises) and demand from the end-users. The education of the companies' employees, as well as the users, is a decisive element that will decide whether digital transformation will work out in a particular market. The important role of the government is also shown in the adoption and implementation of international standards that provide businesses with a certain level of certainty when it comes to data protection and security in the digital sphere. The Republic of Serbia has asserted its determination to be more actively involved in the process of the digital transformation of the national economy, but unfortunately, the efforts aimed at this endeavour still fall short in comparison to the countries in the South East Europe region.
INTRODUCTION
Ever since the late 1990s, the business environment has been changing profoundly, under the strong impact of intensive technological developments, changes in competitive relations and the effects of the 2008 global economic crisis. The world is entering a new level of economic globalization in which national economies have become tightly interconnected and are faced with a need to monitor and respond to the challenges and dynamics of the new business environment. At the micro-level of their activities, business organizations have to create novel business models corresponding to the observed and anticipated changes in the environment if they are to maintain their competitive ability in the long run and provide for constant growth dynamics (Đorđević et al., 2016) .
Modern enterprises are bolstering their strategies and business operations models with an intensive implementation of information and communications technologies (ICT) . Through the digital transformation of their entire work and business operations, companies try to adapt quickly to new market trends and to approach their demanding customers in novel ways. New digital business solutions offer companies a possibility to differentiate and personalize products to be tailored in accordance with customers' specific wants and needs (Vidas-Bubanja et al, 2017) . Digital platforms represent a new business model that enables companies to find new opportunities for the trade of goods and services on a global level through the application of new digital technologies.
Digital transformation constitutes a radical shift in the business philosophy of an enterprise and the breaking up with past business practices. Company management today is facing the challenge of embracing the new business philosophy that asks for quality change management and includes the following segments: empowering employees with digital skills, changing the company's way of communication with end-users, changes in the overall organizational culture.
Apart from the benefits, intensive development of new technologies has its downsides too, and they arise from the fact that companies have to take into account risk management, computer information security and data security. Certain events over the past few years have shown that some large companies have had considerable material costs as a result of inadequate data security considerations.
Therefore, the implementation of international standards, as well as integrated management systems, is considered a necessary tool today enabling a company further adjustment to new market changes. The International Organization for Standardization (ISO), in co-operation with the International Electrotechnical Commission (IEC), has upgraded the existing and developed a whole new set of standards covering the area of the 4 th Industrial Revolution. The development of the standardized Annex Sl form has facilitated the integration of international standards in a company and the achievement of business excellence.
Digital transformation in Serbia is still in the process of development, although it has been a topic of intensive discussions over the past several years. Local ICT companies are relatively slow in the implementation of digital technologies in their business processes, which is closely related to under-investment in research and development. By creating a stimulating environment, the government should promote successful exemplars of domestic ICT companies and in this way motivate and support young entrepreneurs and start-up companies in the field of ICT. However, besides motivation and financial resources to launch start-ups, what is also a prerequisite is knowledge, and not only in the field of ICT but also in the areas of management and entrepreneurship.
THE IMPORTANCE OF DIGITAL TRANSFORMATION FOR CONTEMPORARY BUSINESS PRACTICES
To be able to talk about the impact of digital transformation on economic dynamics and economic growth at a macro-level, what is of primary importance is the implementation of digital technologies at the micro-level of companies, as they are the ones that carry out and drive that economic dynamism with their more flexible and efficient ICT-based business operations. By the term digital enterprise, we refer to those companies that are characterized by highintensity utilisation of novel digital technologies (particularly social media, big data analytics, mobile technologies, and cloud solutions) with the aim of improving business operations, inventing new business models, enhancing business intelligence and engaging with customers and stakeholders. They contribute to the creation of new jobs and growth opportunities of the future (EC, 2015) .
By going digital, companies will be able to face the novel requirements related to the product itself, to business processes, business models, required knowledge and skills and the global business environment, by acting in the following manner (RBSC, 2014) :
Customers -customer expectations are changing as they are becoming more demanding and more experienced, armed with numerous information on the offer and the products and services they can now access. The primary benefit of digital technologies is reflected in higher interactivity with customers and an enhanced capability of meeting their expectations, which is definitely going to remain the critical element of competitiveness in the forthcoming period. Products and services -the quality of products and services is improving. From the point of view of the present-day customer, a product should be personalized, locally produced through mass customisation. Production-wise, the process of digitalisation brings more freedom and flexibility into the production process itself, making it possible, with relatively low marginal costs, to make a product tailored to the needs of the individual user. Partnerships -new partnerships are being created between companies because mutual collaboration has become key to maintaining a competitive edge on the market. The business operations of modern digital enterprises should support the networked manufacturing concept and cluster dynamics. A shift may be seen in the distribution of power between multinationals and small and medium-sized enterprises (SMEs), or very focused market players. The business models being implemented are based on the re-shuffling of the value chains and the blurring of the frontiers between products and services. Smart connected products now come with services, so customers are adopting new behaviour habits in terms of "ownership", co-creation and sharing (the app market) (DG CONNECT/A, & EC, 2016).
THE CHALLENGES OF DIGITAL TRANSFORMATION IN SERBIA
The Republic of Serbia has recognized the fact that the transition to information society and digital economy through the widespread use of information and communications technologies and smart industries is crucial for further economic growth. Institutional support for a more dynamic digitalisation process relies on the Strategy for the Development of the Information Society by the year 2020, in which top priorities have been identified in six key areas: further development of electronic communications, e-government, ehealth, e-justice, ICT in education, science and culture, and a streamlined development of ebusiness and the ICT business sector. This strategy is part of the Digital Agenda for Serbia, according to which the development of a digital society should be geared towards maximizing the potential of ICT aimed at increasing efficiency, economic growth, employment and improving the quality of life (Serbian Government, 2010) .
In the past decade, Serbia has made significant progress in the area of the development of the infrastructure required for the implementation and application of digital technologies; yet certain divides are still present, be it in comparison to the developed countries, Europe, the countries in the region, or in terms of the differences among individual industrial branches, companies, or regions within the national economy itself. Fundamental indicators of the evolving digital economy in Serbia are the extent to which enterprises and people have affordable access to relevant ICTs and digital solutions, and whether they make productive use of them. While ICT uptake is improving, the wide variations in the extent to which businesses and individuals are making effective use of ICTs need to be addressed (UNCTAD, 2017).
Access to digital technologies in the Republic of Serbia keeps growing steadily, be it in terms of individuals, households or companies. In 2018, all companies in Serbia had Internet access, and in addition, over 70% of individuals and households had access to this global network (Table 1) (SORS, 2018) . Although important, access is only one ingredient in the recipe for success in the Serbian digital transformation process. If we look at the indicators of the utilisation of network connections in performing business activities (e-commerce transactions) or engaging in social services (use of e-government services), Serbia's lagging behind becomes more evident. In 2018, 41.9% of companies bought products/services online, and only 23.3% of companies received orders (excluding e-mail orders) placed over the Internet (SORS, 2018) .
Domestic enterprises are beginning to take advantage of the benefits of the WEB 2.0 service, and 37.9% of the companies use some of the social networks for their business purposes. Domestic companies fall behind when it comes to supply chain management as the percentage of companies using ERP and CRM software is still low (18% and 24%, respectively). In 2008, only 15.5% of enterprises pay for Internet cloud computing services. As far as individual Internet users in Serbia are concerned, they are noticeably present on social networks (70.3%), but are significantly less active buying over the Internet (30.9%) or using Internet banking services (20.4%) ( Table 2) . If we are to observe the process of digital transformation in the Republic of Serbia, given its strategic orientation aimed at acquiring full membership status in this regional integration, perhaps the most relevant comparison would be to the EU and its member states, The digitalisation of the member state economies is tracked through the European Commission's DESI Index -Digital Economy and Society Index. This index compares individual EU countries over 5 components of digitalisation: connectivity, human capital, use of the Internet, the integration of digital technology in business and e-commerce, digital public services. According to this index, the most advanced digital economies in the European Union are Denmark, Finland, Sweden, whereas Bulgaria, Greece, and Romania are to be found at the bottom of the list. For Serbia, DESI has been calculated since 2017. On the 2017 DESI score, Serbia is ranked 27 th , which places it in the cluster of countries with relatively low performances, encompassing: Romania, Greece, Bulgaria, Italy, Poland, Hungary, Croatia, Cyprus, and the Slovak Republic. In terms of the index value, Serbia is also below the average of the EU countries in the region (RATEL, 2017) . Table 3 shows the positions of the European countries in the field of the digital economy. With its index rating of 35.6%, Serbia is, unfortunately, worse placed not only in comparison to the developed countries of the EU but also to the countries in the region. Therefore, it is necessary to work on improving all the segments having an impact on the development of the digital economy. One of the more important segments in this regard is certainly the one linked to knowledge and the quality of human capital. Namely, the IDI Skills Sub-Index identifies the digital skills needed to take an active part in a digital society as well as to use digital products and services. Digital skills and Internet access are the infrastructures of a digital economy and society. Among the EU Member States, Finland, Luxembourg and the Netherlands fall into countries where digital skills are highly developed, whereas Greece, Bulgaria, and Romania are countries where this area is still at a low level. According to the RATEL data (RATEL, 2017), Serbia is ranked 19 th (48.6%), which is below the European average, but above the value calculated for the cluster of comparable countries (40.6%) and above the regional average (41%). Table 4 explains in more detail the segment related to human capital in Serbia upon which we can arrive at the following two conclusions. Firstly, there is a high percentage of Internet users with basic digital skills, and secondly, presenting the biggest problem at the same time, there is a low percentage of ICT specialists, that is, highly-skilled staff. By raising the enrolment quotas at faculties and colleges, the Government is trying to come up with a sufficient number of ICT specialists, but unfortunately, it is still not enough. According to the VOICT data, Serbian companies employ three times fewer ICT experts than the world average (Matijević & Šolaja, 2018) . In comparison to the European Union (EU) countries, the domestic ICT sector is insufficiently developed, which significantly hampers a faster digital transformation process in the national economy. The structure of the domestic ICT sector is dominated by hardware production (44.8%), followed by IT services (37.1%), whereas the production of software, which can generate the highest profit rates, is only in the third place (18.1 %) (Table 5 ). Domestic ICT companies invest only 0.7% of their revenues in further business improvements, which is significantly lower than the world average (Matijević & Šolaja, 2018) . The Government of the Republic of Serbia has shown an understanding of the problem faced by domestic ICT companies and has decided to help this industry by adopting the Amendments to the Law on Income Tax. Furthermore, this year's plan is to adopt a law that would facilitate the operation of venture funds. 
INTERNATIONAL STANDARDS AS A SIGNIFICANT FACTOR IN DIGITAL TRANSFORMATION
Accenture analysis shows a clear correlation between the health of an economy's environment enablers and the levels of digital investment and activity. An environment conducive to the development and success of the digital business models is based on the following (Morvan et al., 2016) The process of implementing digital technologies in business goes hand in hand with the standardization process. ICT standardisation forms the backbone of the digital transformation of industry, including the manufacturing industry, the agricultural sector, and future consumer products. The aim of ICT standards is to enable that connected devices can seamlessly and reliably work together -both in the industrial context and for consumer goods. This should be regardless of manufacturer, operating system or other technical details, and include the possibilities for data interoperability and portability between platforms (EC, 2016).
Developing standards for the digital world have to be based on open, voluntary standards, grounded in bottom-up and market-led approaches. Only such standards can be an important tool in the context of fast-developing technologies. ICT standards and related guidelines are also very important in order to maintain current levels of safety, ensure trust based on enhanced levels of digital security and privacy, improve energy and resource efficiency, and address emerging social and organizational challenges brought about by the digital transformation.
The development of standards and standards-based interoperability are critical for the development of Industry 4.0 and the IoT, including smart cities and smart mobility. The key to success lies in inclusive standards development, built on collaboration and co-operation among the many players that make up the standards ecosystem. Advanced governance frameworks -building upon both existing publicand private-sector-led processes and new multistakeholder initiatives for the benefit of all -are necessary to effectively address the complexity of today's ICT standardization process (OECD, 2017) . Some authors believe that there can be no smart industry without standardization. In October 2018, the International Organization for Standardization promoted ISO standards and their role in society and the economy through social networking platforms. The reason for opting for this type of promotional campaign lies in the fact that this organization wants to timely prepare its members for the 4th Industrial Revolution.
In this context, it is interesting to highlight the activities of the ISO and IEC sister organizations that have worked on the revision of the existing, as well as on the creation of new standards, such as ISO 17789:2014 (Information Technology -Cloud Computing -Reference Architecture), ISO 27000:2018 (Information Technology -Security Techniques -Information Security Management Systems -Overview and Vocabulary), ISO 27001 -Information Security Management System (ISMS), ISO 30141:2018 -the Internet of Things (IoT) -Reference Architecture). These activities have two objectives: to clearly define new concepts in the field of IT (e.g. the Internet of Things) in order to apply them in business practice more efficiently and to unify international standards according to the Annex S1, leading to a facilitated integration of enterprise management systems in companies.
For example, the ISO 27000 series of standards will help a company to assess its purely technological needs, whereas the ISO 31000 series of standards will help the company understand the value of the information or products it holds in cyberspace, and therefore the importance of the degree of technological protection needed to prevent any kind of attack (Bartram, 2019) . The application of ISO 27000 standards provides organizations with the security of information that can be related to information in the areas of finance, intellectual property, employee data, as well as with the ability to manage the risks that hamper enterprises in the digital economy.
When it comes to data security, we need to mention the General Data Protection Regulation (GDPR), prescribed by the European Union as of May 25th last year. This new legal framework defines how EU citizen data may be used. It follows that any organization that processes data of EU subjects in any way will have to comply with the new rules on personal data protection, even if its headquarters are outside the territory of the EU (Krivokapić & Krivokapić, 2017) . Google was the first company to pay a penalty for the breach of GDPR. A fine of 50 million Euros was paid in France. Tables 6 and 7 show the number of certificates issued by ISO 27001 by different countries. According to Table 6 , the largest number of companies certified according to this standard come from Europe (5), followed by Asia (4) and the USA. Table 7 , however, indicates that the Asia region is experiencing higher growth rates in the application of all three international standards (ISO 20000-1, ISO 27001, ISO 9001) compared to Europe in the 2016-2017 period. This may be attributed to the fact that the region of Asia has intensified the adoption of ICT in business (certain countries in particular), and that the majority of companies in this region realize the importance of applying the ISO 20000-1, ISO 27001, ISO 9001 standards. The project "Regional market report on recognized IT quality standards", which was carried out in 2014, covering part of the Western Balkans market (Northern Macedonia, the Republic of Serbia, Bosnia and Herzegovina, Albania, Kosovo) has revealed that companies in these markets are showing an interest in applying IT quality standards. According to its market presence, the international standard ISO 9001 is the most dominant one, which may be due to the fact that governments have bound companies with the application of this standard to fulfill legal obligations for participation in public procurement processes. In addition to the international ISO 9001 standard, companies are also interested in ISO 27001 and ISO 20000-1. However, it should be borne in mind that many of the companies in this region do not apply any of the standards.
As far as Serbia is concerned, research results show that 25% of the respondents do not apply IT quality standards. At the same time, almost half of the companies participating in the survey recognize the IT quality standards as an added value to their services and products, but also as a differentiating factor. In addition, about 40% of the respondents identified these standards as a minimum requirement for entry into the market and a competitive presence (Trajkovski & Partners, 2014) . When it comes to company plans for the future, Serbian companies emphasize the implementation of international standards (ISO et al. 
CONCLUSION
In order to boost the competitiveness of the Serbian economy, the national development strategy must embrace and support faster development of the digital economy as a cornerstone for today's growth and positioning in a new market environment. Serbia is still at the very doorstep of embarking on the process of the digitalisation of economy and society because the speed at which we adopted and used new technologies was not fast enough. The rest of the developed world has moved forward further and faster than the Republic of Serbia in ICT-supported activities; it has opened platforms, found new solutions, experiences, and furthermore, it has also created a direct, new digital business structure that has contributed to faster growth of the gross domestic product.
Such a novel development orientation asks for a change in the country's economic system in such a way as to enable it to support new business models based on knowledge-intensive technologies. A necessary prerequisite for such an economic transformation of Serbia is that the national economy develops its infrastructural potentials and that each company adopts new ICT-based organizational and business models and develops a skilled workforce (Vidas-Bubanja et al., 2016) .
The digital transformation of the national economy is inevitable, and the following activities are necessary for its successful implementation: The development of the domestic IT sector could be a critical factor in the growth of the national digital economy and the digital transformation of domestic enterprises. Also, achieving maximum results from the application of digital technologies depends on the regulatory environment (not only ICT-related areas but also labour and product markets), costs and ease of launching a business, access to finance, as well as the implementation of international standards in the business.
The ISO 20000-1, ISO 27001 and ISO 9001 series of standards can help domestic companies develop a risk management strategy to effectively identify and mitigate risks in the cyber environment, thereby enhancing the likelihood of achieving their objectives and increasing the protection of their data and assets (ISO, 2018b) . Domestic companies are aware of the importance of applying modern standards in business but are still not putting enough effort in their implementation, which directly slows down the very process of a successful digital transformation of the national economy.
